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LIST OF ACRONYMS AND ABBREVIATIONS

AA — Audit Authority
CA — Certifying Authority

"the CPR" — Common Provisions Regulation (RegutatiBU) No 1303/2013 of the

European Parliament and of the Council of 17 De@n@®13, laying down common

provisions on the European Regional DevelopmentfFtive European Social Fund, the
Cohesion Fund, the European Agricultural Fund farrdR Development and the

European Maritime and Fisheries Fund and laying rdaeneral provisions on the
European Regional Development Fund, the EuropearalSéund, the Cohesion Fund
and the European Maritime and Fisheries Fund apéaiing Council Regulation (EC)

No 1083/2006)

ERDF — European Regional Development Fund

ESF — European Social Fund

The Financial Regulation Council Regulation (EC, Euratom) No 1605/20025fJune
2002 on the Financial Regulation applicable to ¢femeral budget of the European
Communities

"the Funds" — for this document specifically, thiseans: the European Regional
Development Fund, the European Social Fund, theesioh Fund and the European
Maritime and Fisheries Fund

IB — Intermediate Body

MA — Managing Authority

OLAF — European Anti-Fraud Office



EXECUTIVE SUMMARY

This guidance note provides assistance and recodatiens to managing authorities
(MAs) for the implementation of Article 125(4)(c)PR, which lays down that the MA
shall put in place effective and proportionate -fratuid measures taking into account the
risks identified. The Commission also provides guice for the audit authority's (AA)
verification of the compliance of the MA with thasticle.

The Commission recommends that MAs adogdr@active, structured and targeted
approach to managing the risk of fraud For the Funds, the objective should be
proactive and proportionate anti-fraud measuresh wibst-effective means. All
programme authorities should be committed to zelerance to fraud, starting with the
adoption ofthe right tone from the top. A well-targeted fraud risk assessment,
combined with a clearly communicated commitmentambat fraud can send a clear
message to potential fraudsters. Effectively im@atad robust control systems can
considerably reduce the fraud risk but cannot cetepl eliminate the risk of fraud
occurring or remaining undetected. This is why $lystems also have to ensure that
procedures are in place to detect frauds and te tgipropriate measures once a
suspected case of fraud is detected. The guidant#einded to help as a step-by-step
guide to addressing any remaining instances ofdfrance other sound financial
management measures have been put in place amd@eenented effectively. However,
the overall objective of the regulatory provisiosasost-effective fraud risk management
and the implementation of effective and proporttenanti-fraud measures, which in
practice means targeted and differentiated approach for each prgramme and
situation.

Therefore, the fraud risk self-assessment tool Wwiscattached to this guidance note,
together with detailed instructions, can be useddsess the impact and likelihood of
common fraud risks occurring. Secondly, the guigamudicates the recommended
mitigating controls which could help further redue@y remaining risks, not yet

effectively addressed by current controls. The aj@nal objective for the MA should be
to deliver fraud responses which are proportiotathe risks and tailored to the specific
situations related to the delivery of the Fundsairparticular programme or region.
Notably, following this risk assessment and relat@tigating controls put in place at

system level, managing authorities are recommetwaddress specific situations which
may arise at the level of implementation of operai by further developing specific
fraud indicators (red flags) and by ensuring effectcooperation and coordination
between the managing authority, the audit authoaityl investigative bodies. The
Commission will also assist Member States by affigra specific risk scoring tool,

ARACHNE, which will help to identify, prevent ancetéct risky operations, projects,
beneficiaries and contracts/contractors and willes@lso as a preventive instrument.

The fraud risk self-assessment proposed by the Gssion is straightforward, logical
and practical and is based on five main methododdgiteps:

1. Quantification of the risk that a given fraud tyweuld occur by assessing impact
and likelihood (gross risk).

2. Assessment of the effectiveness of the currentralsnin place to mitigate the
gross risk.

3. Assessment of the net risk after taking into antdhe effect of any current
controls and their effectiveness i.e. the situatamnit is at the current time
(residual risk).



4. Assessment of the effect of the planned mitigatiogtrols on the net (residual)

risk.

5. Defining the target risk, i e the risk level whittte managing authority considers
tolerable after all controls are in place and difec

Finally, the Commission plans to provide targetetl-out support, when needed, to
assist Member States in implementing Article 128 PR and this guidance.

1.

I NTRODUCTION
1.1. Background

According to Article 59(2) of the Financial Regudett, Member States shall take all
necessary measures, including legislative, regyledaod administrative measures,
to protect the EU's financial interests, namely pmeventing, detecting and
correcting irregularities and fraud.

The CPR includes specific requirements in relatmMember States' responsibility
for fraud prevention. This guidance on fraud riskrmagement is addressed to the
MAs and AAs of the European Regional Developmemd=(ERDF), the Cohesion
Fund and the European Social Fund (ESF) and thepean Maritime and Fisheries
Fund (EMFF).

Apart from Article 72(h) CPR , which sets out tliaé management and control
systems shall provide for the prevention, detectind correction of irregularities,
including fraud, and the recovery of amounts undpdid, together with any
interest, Article 125(4)(c) CPR lays down that & shall put in placeeffective
and proportionate anti-fraud measures taking into @count the risks identified

Fraud and corruption risks should be adequately agesh MAs have a
responsibility to demonstrate that attempts at alefing the EU budget is
unacceptable and will not be tolerated. Dealinghwiaud, and its causes and
consequences, is a significant challenge to anyagement, as fraud is designed to
avoid detection. MAs are also advised to take eadicTransparency International's
Corruption Perception Indéxand the EU anti-corruption report prepared by the
Commissiof, when assessing to what extent its overall opegatnvironment is
perceived to be exposed to potential corruptionfeandt.

The potential for fraud cannot be ignored and shdndl seen as a set of risks to be
adequately managed alongside other business riskstentially negative events.
Assessment of fraud risks can therefore be caroatl using existing risk
management principles and tools. Effectively impated robust control systems
can reduce the risk that fraud occurs or remainigcted but cannot eliminate the
likelihood of fraud occurring. The overall objeaishould be to address the main
fraud risks in a targeted manner, keeping in mihdt t— apart from baseline
requirements — the overall benefit of any additioaati-fraud measures should
exceed their overall costs (the principle of projorality), taking also into account
the high reputational cost linked to fraud and gption.

http://cpi.transparency.org/cpi2012

Communication from the Commission to the EuropPamliament, the Council and the European
Economic and Social Committee of 6 June 2011 —tkighcorruption in the EU_(COM(2011)308
final).

5



In order to assess the impact and likelihood of @mitgntial fraud risks which could
harm the EU's financial interests, the Commisseeommends that MAs use the
attached fraud risk assessment tooAimex 1 The assessment should be carried
out by a self-assessment team set up by thé. Mie list of recommended but non-
binding mitigating controls which the MA could put place, in response to any
remaining risks, is indicated idinnex 2. These proportionate measures could help
further mitigate any remaining risks identified the self-assessment, not yet
effectively addressed by current controls.

Moreover, a voluntary template for an anti-fraudigostatement is also proposed
at Annex 3, for the benefit of those MAs which wish to set dleir anti-fraud
programme in a policy statement, which communicatésrnally and externally
their official position with regard to fraud androgption.

In order to complement this guidance, the Commissilso provides guidance for
the AA's verification of the work done by the MA the context of the fraud risk
assessment and the corresponding measures it haspace to mitigate the fraud
risks. The checklists iAnnex 4 may prove useful in view of the systems audits to
be performed by the AAs under Article 127 CPR. Thveyl be used for the
Commission's own risk assessment purposes and Is@apa useful for the purpose
of the report and opinion of the independent aumbitly responsible for the
assessment of the management and control systenewnof the designation of
MAs referred to in Article 124(2) CPR.

1.2. A proactive, structured and targeted approach to maaging fraud risk

The attached practical fraud risk self-assessmauit targets the main situations
where key processes in the implementation of tlhgrammes could be most open
to manipulation by fraudulent individuals or orgsations, including organised
crime, the assessment of how likely and how seribase situations could be and,
what is currently being done by the MA to tackleerth Three selected key
processes considered to be most exposed to speatiit risks are targeted:

¢ selection of applicants;
e implementation and verification of the operations;

e certification and payments.

The end output of the fraud risk assessment isdietification of those specific
risks where the self-assessment concludes thanmotgh is currently being done to
reduce the likelihood or impact of the potentidfgudulent activity to an acceptable
level. This assessment will then form the basigésponding to the deficiencies by
choosing effective and proportionate anti-fraud soees from the list of
recommended mitigating controls. In some casesc¢dhelusion could be that most
residual risks have been addressed and that thereésy few, if any, additional
anti-fraud measures are required. In all assesssoemarios, it would be expected
that arguments can be provided by the MA to suppodonclusions.

® In the case of European territorial cooperatias,MAs are responsible for all functions, the risk

assessment should take into account fraud riskessathe whole programme area and should seek to
ensure that effective and proportionate anti-frangisures are put in place, as necessary.
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2. DEFINITIONS

This risk assessment deals only with specific fraslls, not irregularitiesHowever,
indirectly, effective implementation of the exercis may also have an impact on
prevention and detection of irregularities at large being understood as a larger
category than fraud.

It is the element of intention which distinguistiesud from irregularity’

2.1. 2.1. Definition of irregularity

For the purposes of Council Regulation (EC) No 298&f 18 December 199%n the
protection of the European Communities' financrdakiests, the term irregularity is a
wide concept and covers both intentional and noentional irregularities committed by
economic operators.

Article 1(2) of Regulation (EC) No 2988/98efines"irregularity” as:

"any infringement of a provision of Community lagsulting from an act or omission by
an economic operator, which has, or would have, dffect of prejudicing the general
budget of the Communities or budgets managed by, teéher by reducing or losing
revenue accruing from own resources collected tlyean behalf of the Communities, or
by an unjustified item of expenditure”.

2.2. 2.2. Definition of fraud in the Treaty

The Convention drawn up on the basis of Article Kf3he Treaty on European Union,
on the protection of the European Communities'nfoia interestSdefines"fraud”, in
respect of expenditure, as any intentional actnaission relating to:

- the use or presentation of false, incorrect or impbete statements or
documents, which has as its effect the misappropnaor wrongful retention of

funds from the general budget of the European Camitres or budgets managed
by, or on behalf of the European Communities;

- non-disclosure of information in violation of pexific obligation, with the same
effect;

- the misapplication of such funds for purposesothan those for which they
were originally granted."

2.3. Definition of corruption

A broad definition of corruption used by the Comsios is the abuse of (public) position
for private gain. Corrupt payments facilitate maother types of fraud, such as false
invoicing, phantom expenditure or failure to meentcact specifications. The most

4 The reasons behind fraudulent behaviour have Heeh with in COCOF 09/0003/00 of 18.2.2009 -
Information Note on Fraud Indicators for ERDF, ESfé CF.

®  0JL312,23.12.1995, p. I.
® 0JC 316, 27.11.1995, p. 49.



common form of corruption is corrupt payments drentadvantages; a receiver (passive
corruption) accepts a bribe from a giver (activagotion) in exchange for a favour.

3. FRAUD RISK SELF-ASSESSMENT

3.1. The tool

The main objective of the fraud risk assessmeritabannex 1is the facilitation of

a self-assessment by the MA of the impact andilikeld of specific fraud scenarios
occurring. The specific fraud risks which shoulddssessed were identified through
knowledge of previous fraudulent cases encounteremdhesion policy, as well as
commonly recognised and recurring fraud schemesthier words, the tool has
been pre-filled with a set of recognised specif&s. Any other known risks for the
specific programme/region under assessment shoeldadded by the self-
assessment team (see section 3.2 below).

The guidance in Annex 1 explains in detail how toamplete the fraud risk
assessment tool.

The tool covers the likelihood and impact of sgecdnd commonly recognised
fraud risks particularly relevant to the key preees

— selection of applicants (worksheet 1 of the spreae!;

— implementation of the projects by the beneficigriExusing on public
procurement and labour costs (worksheet 2);

— certification of costs by the MA and payments (vwabriet 3).

Each section is preceded by a cover sheet, wisththe specific risks relevant to
the section.

Moreover, the MA is recommended to assess the Ibvexad risks in relation to
public procurement contracts it may manage dirgetly. in the context of procuring
technical assistance (worksheet 4). | the MA does carry out any public
procurement for which a fraud risk assessment ¢gesstated, section 4 need not be

filled in.

The methodology for this fraud risk assesdrhasfive main steps



[ Quantify the likelihood and impact of the specific fraud risk (gross risk) ]

<A

[ Assess the effectiveness of the current controls in place to mitigate the gross risk ]

&

Assess the net risk after taking into account the effect of current controls and their |
effectiveness 1.e. the situation as it is at the current time (residual risk)

J

&

[ Assess the effect of the planned additional controls on the net (residual) risk

&

Define the target risk. i e the risk level which the managing authority considers
tolerable

For each of the specific risks, the overall objextis to assess the ‘gross’ risk of
particular fraud scenarios occurring, and therdemiify and assess the effectiveness
of controls already in place to mitigate againssthfraud risks either from occurring
or ensuring that they do not remain undetected.réhelt will be a ‘net’ current risk
which should lead an internal action plan to beipyplace when the residual risk is
significant or critical in order to improve conlg@and further reduce the exposure of
the Member State to negative consequences (i engutt place any additional
effective and proportionate anti-fraud measures,nasessary — see the list of
recommended mitigating contrbiis Annex 2).

3.2. Composition of the self-assessment team

Depending on the size of the programme and of the iIMmay be that each of the
implementation processes is executed by differepadments within the MA. It is
recommended that the most relevant actors takerpéne assessment in order that
it is as honest and accurate as possible and &d tizan be done in an efficient and
smooth way. The assessment team could therefofadecstaff from different
departments of the MA having different respondilesi, including selection of
operations, desk and on the spot verification artiaisation of payments, as well
as representatives from the certifying authorithY@nd implementing bodies. MAs
may want to consider involving the Anti-Fraud Caoedion Services ('AFCOS') or
other specialised bodies, which could bring incepeanti-fraud expertise into the
assessment process.

" These constitutaon-binding suggestiondor additional controls in order to further mittgathe residual
risk.
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As the AA will audit the completed risk assessmérng recommended that it does
not take a direct role in deciding on the levelrisk exposure, but it could be
envisaged to participate in the assessment praoeas advisory role or as an
observer.

For obvious reasons, the self-assessment shouldenotitsourced as it requires a
good knowledge of the operating management andralosystem and the
programme’'s beneficiaries.

3.3. Frequency of the self-assessment

First, compliance with the requirements for adequag¢ procedures for putting in
place effective and proportionate anti-fraud procedres are part of the
designation criteria for MAs.

The recommendation is that this tool should be deted in full on an annual basis,
as a general rule, or every second year. Howevere megular reviews of progress
against action plans related to additional contwdigch were put in place, changes
to the risk environment and the continuing adequafcgssessment scores may be
necessary (e.g. through management meetings). Wbdavel of risks identified is
very low and no instances of fraud were reportathduhe preceding year, the MA
may decide to review its self-assessment only sacbnd year. The occurrence of
any new fraud instance, or main changes in the Wokgdures and/or staff, should
immediately lead to a review of perceived weaknegs¢he system and of relevant
parts of the self-assessment.

4. GUIDANCE ON MINIMUM REQUIREMENTS FOR EFFECTIVE AND PROPORTIONATE
ANTI -FRAUD MEASURES

Whereas this section provides general guidanceriogiples and methods which should
be employed by the MA to combat fraulinnex 2 provides for each specific risk
identified in the fraud risk assessment, the recemaed non-binding mitigating controls
which could be put in place in order to seek taioedthe risks to an acceptable level.

The minimum standards set out in this chapter whichMAs are recommended to
comply with relate to the anti-fraud cycle.

In order to successfully tackle the issue of fraie Commission recommends that the
MA develop a structured approach to tackling fralidere are four key elements in the
anti-fraud cycle: prevention, detection, correctaond prosecution. The combination of a
thorough fraud risk assessment, adequate preventatd detective measures, as well as
coordinated and timely investigations by competarties could significantly reduce the
fraud risk as well as provide adequate deterregamst fraud.

4.1. Anti-fraud policy

Many organisations use an anti-fraud policy to camitate their determination to
combat and address fraud. Within any such polidyiciv should be simple and
focused, the following topics should be covered:

e Strategies for the development of an anti-frauduce|
¢ Allocation of responsibilities for tackling fraud;
e Reporting mechanisms for suspicions of fraud;

e Cooperation between the different actors.
10



This policy should be visible within an organisati¢distributed to all new staff,

included on intranet) and it should be clear tdf stwat it is actively implemented,

via avenues such as regular updates on fraud attet reporting of outcomes of
investigations into fraud. See the suggested tamglar an anti-fraud policy in

Annex 3, which provides a voluntary template for an arafl policy statement for
the benefit of those MAs which wish to go beyon& timmediate regulatory
requirements and to formalise and communicate natgr and externally their

official position with regard to fraud and corrupti

4.2. Prevention

If the MA demonstrates a clear commitment to confitzatd and corruption, raises
awareness about its preventative and detectiveratentand is determined in

transmitting cases to the competent authoritiesirfeestigations and sanctions, it
will send a clear message to any potential perfmegr@nd could change behaviours
and attitudes towards fraud.

Given the difficulties in proving fraudulent behaur and repairing reputational
damage, it is generally preferable to prevent fudert activity rather than to have
to deal with it after the event. Prevention techieg most often revolve around
reducing opportunities to commit fraud via the igrpkentation of a robust internal
control system, combined with a proactive, strueduiand targeted fraud risk
assessment, but comprehensive training and awareaesng activities and the
development of anethical’ culture can also be used to combat any potential
‘rationalisation’ of fraudulent behaviour.

The strongest preventative defence against fratliei®peration of a robust system
of internal control which should be designed ancrafed as a proportionate
response to the risks identified during a risk ssseent exercise. An organisation
should however also work to create the right stmest and culture to discourage
potential fraudulent behaviour.

Policy,
Responsibilities,
Training, Reporting
mechanisms

Internal

Control
System
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4.2.1. Ethical culture

The creation of an anti-fraud culture is key both deterring potential
fraudsters and also in maximising the commitmenstaff to combat fraud
within the MA. This culture can be created by a boration of specific anti-
fraud structures and policies, as shown in the reeacorcle in the above
diagram and discussed in more detail below, but #lough the operation of
more general mechanisms and behaviours:

= Mission statement— a clear expression, visible to all internal and
external observers, that the MA is striving to agki the highest
ethical standards;

= Tone from the top — oral and/or written communication from the
highest level of the MA that the highest standdréthical behaviour
is expected from staff and beneficiaries (the taten be implemented
through the grant letters and contracts);

» Code of conduct— a unambiguous code of ethics that all staff must
routinely declare adherence to, covering such thagg
- Conflicts of interest — explanation and requiraetseand procedures
for declaring them;
- Gifts and hospitality policy — explanation angpensibilities of staff
for compliance;
- Confidential information — explanation and resgibilities of staff;
- Requirements for reporting suspected fraud.

In short, staff should comply with principles suah integrity, objectivity,
accountability and honesty.

4.2.2. Allocation of responsibilities

Within the MA, there should be a clear allocatioh responsibilities for
setting up management and control systems whichplyorwith EU
requirements and for verifying that these systeonsction effectively in
preventing, detecting and correcting fraud. Thigoisensure that all actors
fully understand their responsibilities and obligas, and to communicate
both internally and externally, towards all potahprogramme beneficiaries,
that the organisation has a coordinated approaeartts combatting fraud.

4.2.3. Training and awareness raising

Formal training and awareness-raising can be iedudwithin the
organisation’s overall risk management strategyyexessary. All staff could
be trained on both theoretical and practical mstteoth to raise awareness of
the MA's anti-fraud culture and also to assist themidentifying and
responding to suspected instances of fraud. Itdcoaler the detail of any
anti-fraud policy, specific roles and responsil@st and reporting
mechanisms.

Awareness-raising can also be carried out via fessal avenues, such as
through newsletters, posters, intranet sites olugnen as a regular agenda
item for group meetings.
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4.2.4. Internal control systems

The strongest defence against potential fraudwel&designed and operated
system of internal control, where controls are &sxliat effectively mitigating
the identified risks.

Management verifications must be thorough and #so@ated on-the-spot
controls must be risk-based and carried out witficent coverage.The
likelihood of detecting potential fraud cases will increase when
management verifications are thorough Staff in charge of desk and on-
the-spot management verifications should be awatheo Commission and
any national guidance on fraud indicators (seevogel

4.2.5. Data analytics and the ARACHNE tool

With the growth in sophistication of data gatheristprage and analytics
comes an opportunity in the fight against fraudthivii and taking duly into
account the limits of the respective legislationesch Member State, data
analytics can be used at this stage to signifigagnikich the risk assessment
process, cross-check data with other public orgbeisector organisations (e g
tax authorities, government departments, creditcking authorities) and
detect potentially high risk situations even ptmthe award of funding.

In the framework of the fight against fraud (andegularities), the
Commission offers a specific data mining tool chilERRACHNE to MAS in
order to identify projects which might be suscelgtiio risks of fraud, conflict
of interest and irregularities. ARACHNE is a ristesing tool which can
increase the efficiency of projects' selection, agament verifications and
audit, and further strengthen fraud identificatiprevention and detection. It
has been developed by the Commission and is plarigusuited for the
identification and assessment of fraud risks in Fo@ds, including, among
other areas, public procurement, an area partigujaione to fraud and
irregularities, such as collusive bidding.

The Commission submitted through the Data Protec@dfice on 17 May
2013 the required natification for prior checkingncerning the processing of
personal data to the European Data Protection 8isper who, after
thoroughly checking the relevant legal basis, idsae 17 February 2014 a
positive opinion concerning the compliance of ARAQH with the
provisions of Regulation (EC) No 45/2001This included certain
considerations concerning the processing of speatalgories of data in order
to ensure their necessity, proportionality and igypiaDther recommendations
related to the feedback loop to ensure accuraayatd, measures to ensure
high data quality, case-by-case analysis of datasters to OLAF and the
European Court of Auditors, deletion of data afteeasonable period of time
and information to data subjects. All these consitiens and
recommendations are being thoroughly analysed iewviof their
implementation by the Commission.

8 Regulation (EC) No 45/2001 of the European Pamiat and of the Council of 18 December2000 on
the protection of individuals with regard to theogessing of personal data by the Community
institutions and bodies and on the free movemestioh data.
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The correct use of ARACHNE will be considered bg tiommission as a
good practice in order to identify red flags andgéd fraud combatting
measures, and should be taken into account whessasg the adequacy of
current preventive and detective controls in plade tool will be gradually
rolled out in 2014 to all those Member States thaluntarily decide to
implement it in order to further improve their fdatisk management controls.
As opposed to a "one-size-fits-all" approach, sdebision may well vary
from Member State to Member State and even withilfferént
programmes/regions in a Member State, since, basete figures shown in
the latest PIF repoftthe factual situation in terms of fraud detected a
reported to the Commission also varies widely amdeghber States.

4.3. Detection and reporting

Preventative techniques cannot provide absoluteegtion against fraud and so the
managing authority need systems that detect framtlblehaviour in a timely manner.
Such techniques include analytical proceduresdhblight anomalies (eg data mining
tools, such as the ARACHNE tool), robust reportmgchanisms and on-going risk
assessments.

A strong ethical culture and a sound system ofrirale control cannot provide

absolute protection against perpetrators of frauftaud strategy must therefore take
into consideration that instances of fraud may sttur, for which a series of fraud
detection measures must be designed and implemented

4.3.1. Developing an appropriate mind-set

The MA could address fraud risks with specialised #cused detection
techniques with designated individuals having respulity for conducting

them. In addition to this, all of those involved implementing a structural
funding cycle have a role to play in spotting pdiedly fraudulent activity

and then acting upon it. This necessitates thavatittn of an appropriate
mind-set. A healthy level of scepticism should beairaged, together with
an up-to-date awareness of what could constitutenpial fraud warning

signs.

4.3.2. Fraud indicators (red flags)

Fraud indicators are more specific signs or ‘regi$l that fraudulent activity
is taking place, when an immediate response isinedjuo verify whether
further action is required.

Indicators can also be specific to those activitiequently taking place under
structural funding programmes, such as procuremaadt labour costs. For
this purpose, the Commission has provided the viatlg information to
Member States:

= COCOF 09/0003/00 of 18.2.2009 - Information Notd~caud
Indicators for ERDF, ESF and CF

* OLAF Compendium of Anonymised Cases — Structutamsc

= OLAF practical guide on conflict of interest

» OLAF practical guide on forged documents

°®  Protection of the European Union’s financial iets — Fight against fraud, 2012 Annual Report.

COM(2013)548 final, 24.7.2013.
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4.4.

These publications should be read in detail ancctimeent widely publicised
amongst all staff who are in positions in which ytheould detect such
behaviour. In particular, these indicators mustfémiliar to all of those

working in roles involving the review of beneficyaactivities, such as those
performing both desk-based and on-the-spot managenweifications or

other monitoring visits.

4.3.3. Reporting mechanisms

The establishment and promotion of clear reportimgchanisms is a key
element of prevention, as well as detection. Anghsmechanisms should
facilitate the reporting of both suspicions of flaand also control weaknesses
that may increase the MA's susceptibility to fraiAs should have clear
reporting mechanisms ensuringufficient coordination on anti-fraud
matters with the audit authority and competent investigative authorities

in the Member State including anti-corruption authorities.

Reporting to the Commission on the results of éffecanti-fraud measures
and any suspected instances of fraud will be pathe annual summary
report and management opinion of the MA. The angoatrol report of the
AA will also comprise a section on fraud suspicidiesected during the year.

Communication and training with staff about thespoarting mechanisms
must ensure that they:

» understand where they should report suspicions ralidulent
behaviour or control,

= are confident that these suspicions are acted bpomanagement;

= are confident that they can report in confidencel ahat the
organisation does not tolerate retaliation agangtstaff member who
reports suspicions.

Suspected fraud must be reported to OLAF by thieaaily designated by the
Member State in line with requirements under AetitP2 CPR. In addition,
beneficiaries should be made aware of how theyamproach OLAF with
any information they may havé.

Investigation, correction and prosecution

Once a suspicion of fraud has been raised and atlyrreeported, the MA must
transmit the case to the competent authority irMeenber State for investigation and
sanctions, including anti-corruption authorities esh relevant, and inform OLAF
accordingly.

The MA should also conduct a thorough and critrealiew of any related internal
control systems that may have exposed them todtenpal or proven fraud.

10

COCOF 09/0003/00 of 18.2.2009 - Information NoteFraud Indicators for ERDF, ESF and CF, also
contains information on reporting procedures.
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Once a case of suspected fraud has been detedec@orted in accordance with
internal and EU requirements, in order for the cetapt body to make an assessment
whether an investigation should be opened, recoaedycriminal prosecution should
ensue, as relevant.

4.4.1. Recovery and criminal prosecution

Recovery of undue payments from beneficiariesgsired by MAs and CAs
and so they should ensure that they have robustepses in place for
following up any potential recoveries of EU fundgest in a fraudulent
manner. These processes should also be clear aasks in which civil and
criminal proceedings will be pursuedihe implementation of such
sanctions, and the visibility of these, are a keyaterrent to potential
fraudsters and so the MA should be vigorous in pursuing suicomes.

4.4.2. Follow-up

Once a fraud investigation has been concluded bypetent authorities, or
handed over to the relevant authorities for puysuiteview of any processes,
procedures or controls connected to the potentiadotual fraud should be
conducted. This should be objective and self-aitannd should result in clear
conclusions about perceived weaknesses and ledsansed, with clear

actions, responsible individuals and deadliness Bhiould also feed into the
subsequent review of the self-assessment, as tadigasection 3.3 above.

Full cooperation with investigative, law enforcernem judicial authorities
should be ensured, in particular by keeping filescerning fraud cases in
safe places and ensure a proper hand over in €asaffanobility.

5. AuUDIT BY THE AA OF THE MA'S FRAUD RISK ASSESSMENT AND ITS ANTI-FRAUD
MEASURES

5.1. Checklist for AAs

A proposal for a checklist for the AA’s audit ofetiMA’s (and its intermediate
bodies’) compliance with Article 125(4)(c) CPR tsAmnex 4. This can be part of
checklists used by the AA for its system audits.

The check list can also be used by the indeperutmih in charge of assessing the
management and control system for the purpose 3giation in accordance with
Article 124(2) CPR.

5.2. Frequency of the AA’s verification

In connection with audits on the functioning of theanagement and control
systems, the AA should carry out verifications loé¢ teffective implementation of
the anti-fraud measures by the MA as early as plesBi the programming peridd.
Depending on the results of such audits and on itemtified fraud risk

1 As regards European territorial cooperation, whieris not possible for the single AA to do this,
group of auditors should assist the AA.
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environment, follow-up audits may be carried outoften as necessary. In some
cases this may entail annual follow-up audits, ddpe on the gravity of fraud
suspicion for each programme. Here again a targatedl proportionate (risk-
related) approach is recommended. The conclusiomgld be included in the AA's
annual control report.

The AA should also systematically review the impéenation of effective and
proportionate anti-fraud measures at the levehtdrmediate bodies, as part of its
system audits.
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